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High-speed data Classified line encryption Al computer vision &
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= open standard; # open source

: y| RISC ® Redefining

solutions



Flexibility L

- |

Heterogeneous systems

Hybrid solutions
=  Control flow in software
= Data flow in hardware

Security, safety & reliability
= separation of concerns,
= by executing each software component,

= on multiple isolated cores in mixed criticality
systems




& Portability |

Technology agnostic platform development
= Target multiple FPGA vendors

£ XILINX, Smeoeen NX(
A ® a @Mu:nm:ulp company ‘
NanoXplore

(Intel)
(Xilinx)

Our RISC-V processor IP allows for portability

without vendor lock-in

= Re-using hardware sources
» Re-using software tools

» Re-using software sources



Secure line encryption

Hardware VPN solution

= Control flow in software / £ RISC
= Data encryption in hardware logic

OpenVPN-NL

| hardware interface patch
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Secure line encryption

Hardware VPN solution

= Control flow in software / ¥ RISC-V/*
= Data encryption in hardware logic
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L4 RISC-V"processor IP !

'l
Fre RISC-V IP Technolution

= RISC-V processor family, 100% developed by Technolution ot ,
= No dependencies on open-source implementations o-founder of the
P 4 p P/ RISC °

= Implemented 'nm & XILINX, < Heosem NX Foundation

Fre RISC-V processor IP allows for portability

without vendor lock-in

» Re-using hardware sources
» Re-using software tools

» Re-using software sources

Fre RISC-V IP implemented in NLD/NATO/EU classsified security



:®: Frel\Nox-E :B®: Fre/0x-S L

hardware hardware

= RV32I(M) = RV32IMAS

= 32bits, mul/div = 32bits, mul/div, atomic, supervisor

= 5 stages - Harvard arch = 5 stages - Harvard arch

= cache orinternal RAM = iMMU, dMMU (1 - 128 entries)

= |O space = 8 way associative cache (4 - 32k)
= cache coherency (DMA)
= |O space

software software

= Bare metal = Linux

= FreeRTOS = Buildroot

= ThreadX

b RISC-V°



Radiation hardened L
FPGA

Europe needs
non-dependent access to
critical space technologies »

= European radiation-hard NanoXplore
FPGA
Fre -E SOC FreNox-E g_ (-_
implemented and S &
demonstrated in NG- — we b
Medium RH-FPGA — e e
bl P
Slave IFs —»IE_‘_'_'_'___ o




Fre

-E full System-on-Chip

NG-MEDIUM BRAVE FPGA

4-LUT

FreNox-BRAVE SoC

Dedicated fabric

Ports
<« AX|4L

<€ - -» Misc signal
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Fre -E verification & validation L

Verification by simulation

Coroutine-based
cosimulation testbench

(\ environment using
OCOtD Terminal Python

cocotb

Aldec Riviera )
‘ testcase | Hello, I'm a terminal

DUT | o Continuous Integration

= Reliability,
Repeatability,
Predictability

FreNox- <« e —> £EEIE] <«—>» socat

serial —> ggﬁﬂerlail-t <> socat
master (—L) PO Pyte ELF parser + :
uart bfm €— loader «— ELF file

. = Automated regression

testing



NG-MEDIUM BRAVE FPGA

4-LUT

FreNox-BRAVE SoC

Dedicated fabric

Ports
<> AX|4L

<€ - -» Misc signal

Upload software using
SpW-RMAP

Control using GPIO

Output to monitor using
VGA character generator
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GDB remote interface L

.elf file

Processor-agnostic GDB
remote interface demo app Frenox BSP

e Trap management:

Setup interrupts push/pop stackframes

Report uptime

e ISR entry
11 . UART ISR user handler , :
Entry via interru ptS Timer ISR user handler e PLIC configuration

e GDB UART RX IRQ e Timer configuration

SW-implemented

e ebreak (for breakpoints) camiel GDB debugger

Control program execution via . GDB UART ISR handler |  [UART

stackframe manipulation camielIni0 RSP handling RQ |ePreak

Register read/write
Memory read/write

Step/continue via . ¢
stackframe manipulation

!
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Flexible & reliable integration of sensor and platform

CDPU:
Control & Data

Processing
L 4amm) Instrument i/f spacecraft i/f 9
for SmallSat (| E Specific Specific VY ) A
Instruments =) | odule module <) *
Sul?:i(t)rt : Optional

thermal /dsp

u N mngt, ...)| (O ==t
@ CDPU —
>
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KDT-JU TRISTAN project L

European R&D project on RISC-V for high availability

and space '

e High security/reliability for low-end processors TRISTAN

Continuation of fault-tolerance & security research:

—> Integration, validation and epxloitation of hardware-enforced fine-grained
data labeling in RISC-V architecture

—> Integration and validation of Hardware Trojan detection techniques

oy

o7 Preventing Soft Errors and Hardwazg (tcjans in

= NIVERSITY g
(nte) U S &;es a RISC-V Coves
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)é Stefano DU Ma&2.p ¢ JGianluca Furano®, Marco Ottavi®
“University of TwentezE1'schide, tne Netherlands, *Technolution B.V., Gouda, the Netherlands
“University of R(m4 “%or,Vadoata, Rome, Italy, “Delft University of Technology, Delft, the Netherlands

“European Space Azencv. European Space Research and Technologv Centre. Noordwiik. the Netherlands




L RISC-V" In summary ...

Fre RISC-V IP
» RISC-V processor family, 100% developed by Technolution

Fre RISC-V processor IP allows for portability

without vendor lock-in

= Re-using hardware sources
» Re-using software tools

» Re-using software sources

Fre RISC-V IP implemented in NLD/NATO/EU classsified security
Fre -E SoC demonstrated in NG-Medium RH-FPGA
Fre -E SoC designed in PolarFire FPGA for CDPU

RISC-V fault-tolerance & security R&D activities in Horizon Europe and
ESA-supported activities
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Thanks for your
attention!

Dr. ir. Gerard Rauwerda

Business Developer

Technolution Advance
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2803 WV Gouda
The Netherlands
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