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REQUIREMENTS

FAULT INJECTION SYSTEM

provide information about the behaviour of the circuit when a
fault is injected while a given set of stimuli is applied to the
circuit

determine the coverage of error detection and recovery
mechanisms

evaluate the effectiveness of fault tolerance mechanism
evaluate performance loss

The fault model we refer to is the single transient bit-flip

The bit-flip can be random or deterministic in time and in
space, depending on the test objectives

The input stimuli to be used during the analysis process are
already available, and we do not deal with their generation or
evaluation



Type of SEU emulated
»  SEUs may alter the memory elements the design embeds
» SEUs may alter the content of the memory storing the device
configuration
Type of fault detected
- Latent
- Damage

Test level
»  Software
» Hardware

Cost
~ Effort needed to prepare the design for testing
» Rent facilities

Level of intrusiveness
Level of information extracted
Speed
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FT-UNSHADES

Developed by University of Seville
e Emulates SEU in user FFs.

« Hardware platform

» Xilinx Virtex-1l FPGA
« The capture and readback mechanism

Eg « The FPGA configuration memory can be partially read and
written.

e Not Intrusive technique
e Easy to use flow
e Deep and Fast analysis

What FT-UNSHADES is not:
e |t’s not a platform for radiation testing of FPGAs
I e |t's not designed for being inserted into a radiation

environment
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ARCHITECTURE

N

MEMORY

Links:
«Configuration
*Clock Generation
*Debug Lines
*General 1/0O

Communication:
*1.5MB/s (USB / EPP)
Multi-Board

Software:

eDesign preparation
*Board handling
*Test definition
*Analysis

S-FPGA
XC2Vv8000

A Xilinx Virtex Il called the
System FPGA (S-FPGA) is
used for the core
emulation.

A second FPGA (C-FPGA)
IS used as an extremely
fast bridge between the
SW and the S-FPGA.

Large static memories are
used to hold up to 2 million
Input test vectors, each
102 bits wide which are
used to stimulate the
design MUT.



DESIGN PREPARATION
TARGET: FPGA
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TB_MUT vhd Test Vector Generation
MUT Generation

Clock .
generateTVG.exe /4— Componen name DTE Generation

Instance name

Y

i Design files
- Constraints (MUT)
";_‘ﬁ ‘ VG_TB_MUT.vhd ‘ Tb_MUT.pin

l \4
SYNTHESIS
VHDL generateDTE.exe BTE bath TOOL
SIMULATOR '

4

Ft_unshades_memory.dat ISE Project

h 4

Disable 1/0
insertion

h 4

XILINX ISE 8.2 MUT netlist

‘ ‘ v
FT_U_top.bit ‘ FT_U_top.ll ‘ ‘Ports.txt‘




DESIGN
PREPARATION
TARGET: ASIC (1/2)
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« TYPICAL SCENARIO:

»  SEU radiation test showed functional anomalies of a submodule
In a large ASIC netlist.

» The design size doesn’t allow to test the whole design with FT-U

« GOAL:
~ find the causes of that functional anomalies
~| ¢« What do we need to do?
- Extract the module from the netlist so that the size of the design
fits in FT-U
» FT-U flow requires a VHDL testbech for the test vectors

generation so we need to extract the stimuli usually from the
system testbench

« USE VCD format to dump the input of the DUT.

+ Write a VHDL testbench that parses the VCD file and feeds
the DUT

il
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DESIGN
PREPARATION
TARGET: ASIC (2/2)

What do we need to do?

» Reliable technology remapping of the ASIC netlist to
the XILINX library > CRITICAL POINT!!!

+ it must be verified that the translated netlist
maintains the exact same sequential logic (FF
replication or elimination must be avoided) and
100% functional equivalency - USE A
FORMAL VERIFICATION TOOL (e.g. Formality)

+ Build a simulation with the “old” and “new” netlist
and compare the outputs to verify the behaviour
IS the same

~ FT-U can handle up to 102 input pins - Wrapper
needed

10



TEST CAMPAIGN
DEFINITION and ...
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« Configure the System FPGA and download the test
vector database, define some environment variables.

« Specify the analysis type:

- DAMAGE
» LATENT

il

« Specify SEU time constraint (optional)
« Specify SEU location constraint (optional)

e Specify number of RUNs to perform

RUN: Complete simulation from the first to the last test

vector
I « Specify number of SEU per RUN to inject




S-FPGA

|RTL NETLIST GOl

ot 1 | (GOLD)

Vector )
RTL NETLIST
L. GE) ) @
<

STOP

1) Heeish Bfe sl \eGLeshit o dni \stata) 60 neeyl cleufint z eeRtUINO;

classify fault as damage; 12
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Debugger Processor:
Support = 32 Register windows
unit = 2K |-Cache and D-Cache

= No FPU neither coprocessor
Debug

‘ Serial
! Link

Peripherals:

» Debug Support Unit

= 32KB AHB RAM

» 2 UARTSs + Parallel 1/0 port
= 1 Interrupt Controller

» 2 Timers + Watchdog

b T

.

& e

Controller

AHB/APB
Bridge

TIMERs § IrqCtri UARTs | I/O port

14



LEON:
TEST CAMPAIGN DEFINITION and
EXECUTION
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e« How many runs ? 1, 10, 100, 100K ?

» Depends on the number of registers
» Depends on the test bench used

¥l * What kind of Injection? Random, single
| register, at a given time...?
» |t depends on what you are testing

« When to stop the test campaign?
» When all the information needed are available

15



ahb apb proc  ioport reset mctrl  timers  irqctrl  output
5 86 1440 74 8 131 127 64 115

Total: 2559 registers

metrl irqctrl  output ahb
60 | timers 3% 5% uarts gy,
6%
reset apb O uvarts
0% \ 4% m ahb
. Oapb
Io;zrt a proc
W joport
@ reset
E mctrl
O timers
W irqctrl
B output
proc
64%

16



- [Test Conditions SEED 1171383566
- RUNSs: 10000 fimers
1 SEU x RUN mctrl oy | output uarts  ahb
RANDOM 6% rqetl - 596 10% [ 0w
3% apb
reset / p —
0% | \ / 4% m ahb
O apb
SEED 1171384958 5 proc
timers m ioport
mctrl
6% 6% irqctrl output yarts  ahb  reset
5% 9% 0% m mctrl
3% ° apb O timers
reset 4% m uarts mirgct
. 0% ;ZEE m output
ioport oo
3% m ioport
O reset
m mctrl
O timers
m irqctrl
m output
UNIFORM
64%
DISTRIBUTION ; 17




TESTBENCH
SEU COVERAGE
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2000

y =0.1804x - 16,574 TB_FULL: 18%

TB_FUNC_32: 6%

O

1500

“g L@) 1000 —— SEED 383566

; o E — SEED 383756
— 8

TO BE EXHAUSTIVE: 12

# CLK CYCLES = 369848 =

# FLIP-FLOP = 2559 .

Average time per RUN (s)=0.26
NEEDED RUNs: 946441032 - 2848 days!!! |

1 — g — o n o

=JUU
NUMBER OF RUNS
] 18
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Errors Distribuftion
_ vs
Injections Distribuftion

i

ahbOoO apb
O2o ioport 026
O2o

timers uarts

irgctrl

O2%o
mctri output| @m ahbo
1020 1420 m apb
O ioport
O irgctrl
m mctrl
0 output
m procoO
O reset
m timers
m uarts

reset
220

procoO
6620

Errors Distribution

TIMERS: 6% of the Design FFs (127)
565 injections

Only 3 ERRORS detected Injections Distribution

metrl irgctrl output ahb
6% timers 3% 5% uarts 0%
62%0
reset 8 varts
0%6 = ahb
) O apb
|03p:)2rt O proc
M ioport
O reset
B mctrl
O timers
M irgctrl
Il output

proc
649%0




NORMALIZED
SENSITIVITY
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1.49% of errors 87% of errors
Insensitive Very sensitive
174 Reqisters Only 8 Registers

100% -
90% -
i 80% -

IT IS POSSIBLE TO IDENTIFY WHICH PARTS
OF THE DESIGN ARE “MORE SENSITIVE TO SEUS”

| ‘BFAULTS |
40% -
30% -

20%

¢
i o
¥ 1 '-;I. |f" 1

10%

i 0% T ' T T T T T T
1 ahb0 apb M irgctrl mctrl output procO reset timers uarts
o Average: 20 injections per register 20
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STEP BY STEP
ANALYSIS

Dutput error detected in port: address

Damage detected 1 clk cycle after SEU insertion
otal elapsed time: B.A62581

arget size: 1, registers

otal FPGA Cycles: BxB.00020B32 (133938>

CLOCK: 133937

REGISTER:leon0O_mcoreO procO_cx.cO _icacheO r.waddress 16
DAMAGE DETECTED: YES

LATENCY: 1 CLK Error Detected
PORT: address ~ After one clock cycle
Fault Inj. P
A step by step analysis can-Be do ﬁl fain

AW 7 el m W PP IPAy S apA BT NI N gy iy PO




NEW DESIGNS TO TEST

~ CTM (CCSDS Time Manager)
+ Unprotected
+ XTMR_V1
+ XTMR_V2 (to be produced)

~ PCl interface of the AT697E

» SpW CODEC/Router

»  LEON with specific TB aiming to reach a higher coverage
FT-UNSHADES - The future

» Faster processing
+ Insert a frame processor in the C-FPGA to reduce the USB traffic

» Injection in memory blocks

» Better handling of bidirectional pins
» Larger design capacity

~ On-line access to the test board

22
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Conclusions (1/2)

¢ A tool for verification of the design
protections

« Automatic search of weak/unprotected
points in your design BEFORE place and
#i route and fabrication

| * ldentify which areas are more sensitive In
the design (selective protection)

« Understand/reproduce rad test results

+ Verify the correctness of a new
implementation of a fault tolerance
mechanism

23
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Conclusions (2/2)

Factors affecting the probability of detecting
“SEU sensitivity” or “SEU protection errors”:

e  “guality” of the test bench to expose SEU
effects. This can be quantified by FT-U

il

- ¢+ How exhaustive the test campaign is (how many
possible SEU cases are covered)

“Faulty SEU protections” can have different
probabilities of being detected by an FT-U test

24
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